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Purpose: Deepfake technology has evolved to the point of producing hyper-realistic fake media, and it has been abused
to the extreme, with the creation of intimate images without the consent of the subjects. At the international level, some
countries are hurriedly drafting legislation to address deepfake- related misuse, while the existing framework is disjointed
and ill- equipped to tackle the gender- specific problems. The purpose of this paper is to trace the boundaries of the existing
legislation and the main shortcomings in safeguarding against deepfakes from a gender perspective and assess existing
remedies and their effectiveness for women victims.

Approach: This paper systematically analyzes the scholarly and grey literature related to deepfake requlation by mapping
key elements of existing laws. It identifies the gaps that still need to be addressed from a gender perspective and further
evaluates the effectiveness of available remedies for women victims.

Findings: Literature analysis shows five major gaps: the absence of comprehensive and country-specific criminal laws,
the ineffective regulation of traditional torts and privacy laws, lack of platform liability frameworks and practices of
moderating platform content, lack of legislator-centered approaches in supporting victims (including anonymous
reporting, legal assistance, and compensation when they have suffered harms). The current work of Parliament in
combating gender-based violence is structurally inadequate to overcome gender-based violence assisted by deepfakes.
A model criminalization law for non-consensual intimate synthetic imagery with an explicit, gender-driven approach,
proactive takedown commitments imposed on intermediaries, dedicated cybercrime teams for the support of victims of
such crimes, and international harmonization of the law through a binding convention are the practical recommendations
at the end of the paper.

Keywords: Deepfake, Gender- Based Violence (GBV), Non- Consensual Videos, Legal Aspects, Artificial Intelligence-
Based Victimization

1. Introduction and Literature Review

Artificial Intelligence (AI), computer vision, and
generative open-source software have created an
increased ease of creating deepfakes, which includes
the formation of fake audio, images, and videos of
individuals either articulating or acting out content

they never performed (Chesney & Citron, 2019). Hyper-
realistic fake media has come into existence with the
use of deepfake technology, where intimate images are
produced without the consent of the person (Citron,
2019; Henry et al., 2020). This technology is mainly used
for enjoyment, education, and accessibility, where a
large amount of money and power are associated with
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creating deepfakes (Farid, 2021). This technology is
more of an unsettling and frightening change for women
than for men (Gosse & Burkell, 2020). The UN Women
(2025) press release adds to the information that about
90 to 95% of all online videos are women’s pornographic
videos, which are non-consensual in nature. Celebrities,
journalists, political activists, and the population at large
are frequent victims of deepfakes as they are mainly
targeted, humiliated, blackmailed, and even silenced
(Maddocks, 2020). This is an extreme manifestation of
technology that facilitates sexual violence, reinforcing
the dynamics of inequality (Henry & Powell, 2018). This
negative change impacts women’s autonomy, dignity,
and ability to participate in digital contexts (Franks,
2019).
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Figure 1: The Growth of Deepfake Videos

Source: Author’s own compilation (Data Source: Security
Hero, 202 https://www.securityhero.io/state-of-deepfakes/)

Figure 1 shows a 550% growth rate of 550% in the
formation of deepfake videos from 2019 to 2023. This
exponential increase in deepfake videos over a four-year
span is the outcome of free and affordable access to Al
models. This sudden jump in number is an alarming call
to different countries and their governments to regulate
the usage of deepfake creations (Robertson, 2023). The
strict rules by the government can avoid victimization,
blackmail, and specifically Gendered Based Violence
(GBV) (McGlynn & Rackley, 2023).

Various governments work on increasing public
awareness, but the legal systems of the world have
lagged behind deepfake technology (Robertson, 2023).
The initial legislation only targeted revenge porn, which
means real porn photos or videos without consent
(McGlynn & Rackley, 2017). The situation is far more
complex with deepfakes, as the person creates the content
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to mock and does not engage in producing the original
sexual images (Chesney & Citron, 2019). The harm it
causes can be identical to real images. This content
is both easily and quickly spread at a large scale in a
fraction of a second, but it is hard to prove that it is fake
(Citron & Franks, 2014; Flynn et al., 2021). Many general
laws, including defamation law, copyright law, and anti-
harassment laws, do not describe these circumstances
or provide any particular punishment. The victims of
deepfakes are left with no remedy for these heinous acts.
Moreover, there are significant differences in legislation
across jurisdictions (Hamilton, 2024). In some countries
in the Global North, including South Korea, new bills
and concepts have been introduced specifically for this
field, whereas in many countries in the Global South,
legislation is completely absent (Naik & Choudhury,
2023).

Indicators of use of Deepfakes for
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Figure 2: Indicators Showing Unethical Use Deepfake
Videos

Source: Author’s own compilation

(UN Women, 2026 https://www.unwomen.org/en/articles/
explainer/when-justice-fails-why-women-cant-get-protection-
from-ai-deepfake-abuse)

(UN Women, 2025 https://www.unwomen.org/en/news-sto-
ries/press-release/2025/11/digital-violence-is-intensifying-
yet-nearly-half-of-the-worlds-women-and-girls-lack-legal-
protection-from-digital-abuse)

Figure 2 highlights different indicators of misuse of
Deepfake videos, which are unethical but not illegal due
to the non-existence of centralized law. The graph shows
that 98% of videos are pornographic deepfakes, and
women are victims in 90% of deepfake videos. It reflects
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the importance of GBV laws to protect women who are
facing mental trauma and blackmail from non-consensual
deepfake pornography videos (UN Women, 2025). If we
only consider non-consensual deepfake pornography
videos, the number is 93%, of which women featured in
videos are 99% (Deeptrace, 2019). This is the main area
that needs to be addressed with legal enforcement. Also,
UN Women (2025) press release, highlights that despite
various judicial steps for controlling digital violence
against women in many countries, 44% of women lack
these legal protections. This is caused by negligence in
enforcement and by a non- supportive environment
provided by police, judges, and society’s mindset. This
happens because they are not open to confronting such
problems or have a closed mindset of hiding the situation,
due to family pressure to avoid the reputational damage.
Another reason is that they are illiterate in legal matters
and do not understand their rights and remedies in
resisting such acts of violence (Naik & Choudhury, 2023).

Few studies have systematically studied the patchwork
of global laws and regulations on deepfakes in a
systematic way, but none of them have performed the
research explicitly with a gender lens (Henry & Powell,
2018). Previous studies offer analysis of specificlaws and
propose legislation that regulates deepfakes, but they lack
the inclusion of a gender perspective in their studies. This
study fills these gaps by summarizing and discussing
the current laws and policies that afford protection to
women against deepfake’s misuse (McGlynn et al., 2021).
The study aims to identify the legislative and regulatory
flaws with respect to the non-consensual creation and
distribution of synthetic intimate images that pose risks
for women. It also provides measures to address these
flaws.

2. Research Objectives

The research focuses on the overall research question
and includes answers to these questions

e To identify doctrinal, procedural and structural
inadequacies in current legal safeguards that are
particularly detrimental to the rights of women
victims in a systematic way.

* To assess whether platform governance mechanisms
and cross-border enforcement mechanisms are
sufficient in mitigating the spread and impact of
gendered deepfakes.

e To connect and gather together academic insights
and suggest a coherent group of legal and policy
changes that would place a gender-inclusive and
victim-driven framework that is in tune with
deepfake regulation.

3. Discussions of the Study

The literature review shows that the legal landscape in
the world is fragmented and systemic towards women’s
protection against deepfake-facilitated abuse. The gaps
are not technical issues but conceptual, as our study
suggest a lack of alignment between concepts of law and
digital gendered harm. The five emergent areas of gap
are discussed in Tablel.

3.1 The Legislative Vacuum (no criminal prohibitions for

technology- specific crimes)

Table 1: Current status of Deepfake laws in various

countries
Identified Lacuna
Jurisdiction | Legal Mechanism | in existing legal
mechanisms
It prohibits the
. creation, distribution or
Special Act on .
. possession of deepfakes,
the Punishment .
with a sentence of up to
of Sexual 5 years of imprisonment
South Korea | Violence Crimes year P
. or a fine for those who
Using Deepfake . o
violate the prohibition,
Technology (2020) . .
- which does not exist in
(Kim & Lee, 2022) . .
other countries in the
world (Kim & Lee, 2022).
Non- integrated
state laws in There is no centralized
USA (California, federal law, and more
. New York, Texas, |than 30 states have no
United L ) o
States Virginia, Georgia), | specific law, and the
the Deepfakes proposed federal law
Accountability has been languishing
Act is proposed (Hamilton, 2024).
(Hamilton, 2024).
The  provision was
introduced late and
criticized  for  being
. . weak in limiting the
United Online Safety Act ¢ .o
Kingdom 2023 scope o intimate
deepfakes and in terms
of the enforcement
mechanisms (McGlynn
& Rackley, 2023).
Totally inadequate
Information as it lacks reference
India Technology Act to synthetic creation,
(Sections 66E and | consent to likeness or to
354C) the special psychological
harms (Bhandari, 2023).
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Makes efforts to
include due diligence
in platforms but does
not attempt to align
substantive criminal law
in member states (Tene
&  Polenetsky, 2023;
Wanger & Janssen, 2022).

European
Union

Digital Services
Act (DSA)

Source: Author’s own compilation

The most basic shortfall is that there are no laws in place
that explicitly outlaw the creation or sharing of intimate
deepfakes without consent. As early as the beginning of
2026, a handful of states have framed such laws. Special
Act on the Punishment of Sexual Violence Crimes Using
Deepfake Technology (2020) by the Republic of Korea
(South Korea) continues to set the global standard for the
punishment of creation, distribution, and even possessing
deepfake pornography, with up to 5 years imprisonment
and/or large fines (Kim & Lee, 2022). In the United States
of America (USA), there are varying types of legislation
addressing the issue of non-consensual syntheticintimate
images, with California, New York, Texas, Virginia, and
Georgia having legislation in place and more than thirty
states lacking specific non-consensual synthetic intimate
image legislation (Hamilton, 2024). Furthermore, there
is no centralized and single federal U.S. legislation. The
proposed Deepfakes Accountability Act has been stuck
in Congress since 2019, with limited and uncertain
application to synthetic content and the Shield Act is
more about real intimate images, and whether it will
apply to synthetic images remains uncertain (Chesney &
Citron, 2019; Farid, 2021).

But even in many European countries, there are no clear
laws on deepfakes. The legislation was drafted before
the end of the parliamentary process and has been
condemned as being ineffective, with weak enforcement
and limited scope, as it criminalizes the sharing of
intimate deepfake images without consent in the United
Kingdom (UK) only (McGlynn & Rackley, 2023). The
EU’s Digital Services Act (DSA) prescribes due diligence
requirements for these platforms without introducing
any uniformity in terms of criminal law protection for
deepfake abuse, meaning there remains a piecemeal
approach in terms of substantive criminal law (Tene &
Polenetsky, 2023; Wanger & Janssen, 2022). In India, the
protection provided by Section 66E of the Information
Technology Act (privacy violation) and Section 354C
(voyeurism) have failed to be effective as they do not
cover synthetic creation, consent with respect to one’s
likeness or psychological harm caused by manipulated
sexual imagery (Bhandari, 2023). When legislation lacks
this safety, the women have no alternative but to suffer
abuse without remedy or to try and fit their experience
into general legislation, often with little success.
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3.2 The Remedial Mismatch by over-reliance on traditional
legal doctrines

Table 2: Lacunas in Traditional Torts

Traditional
Tort

Requirements

Lacuna in traditional Tort
in Deepfake Application

Defamation

False statement
of fact that
hurts someone’s
reputation.

Requires forces to have
to fight for authenticity
(secondary trauma) and
rejects injury of dignity/
autonomy  (Citron &
Franks, 2014).

Privacy
Torts

Assumes that the
disclosed private
information  is
true.

Provides no type of legal
protection  when  the
imagery is not based on
real events/situations but
purely fictional/fabricated
(Burkell & Gagne, 2021).

Intentional
Infliction of
Emotional
Distress

Sets an
extremely high
bar for severe
emotional harm
and outrageous
conduct.

But  for  non-celebrity
victims, their suffering can
be denied by law, typically
because it is not noticed,
and often they do not have
access (Citron, 2019).

It is extremely rare that
the victim owns the rights
to the deepfake, and its
use further contributes to
the victim being treated
as a commodity (Brown &
Sinclair, 2022).

Protects the
person who
is the owner
of Intellectual
property rights.

Copyright
Law

Requires a
targeted pattern
of conduct
directed at a

Does not plan for an
around-the-world viral
video (Flynn et al., 2021).

Harassment
& Stalking

specific victim.

Source: Author’s own compilation

Table 2 shows the Remedial Mismatch by over-reliance
on traditional legal doctrines. It identifies the absence of
specific legislation addressing deepfakes. The victims of
a deepfake rely upon either a tort claim like intentional
infliction of emotional distress, stalking, invasion of
privacy/false light or criminal complaints for harassment,
copyright, or defamation. The evolution of deepfakes and
the lack of consensus on how to differentiate between
their specific forms make it impossible to calculate how
much harm they cause. As deepfake attacks evolve
and there is no agreement on distinguishing them, it is
impossible to estimate the harm or results they inflict
(Franks, 2019; Citron, 2019; McGlynn et al., 2021).

Firstly, defamation involves an incorrect statement
about a fact which hurts someone’s goodwill. Deepfakes
are created, but when proving the falsity of a sexualized
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image in court, the person has to fight to defend the
authenticity of the content, thus subjecting herself
to what amounts to a second trauma. Furthermore,
defamation does not compensate or justify any injury
to another person’s dignity and autonomy from having
their likeness used for sexual exploitation, evenif it hasno
focus on reputation (Gillespie, 2022). Secondly, privacy
laws such as public disclosure of private facts assume
the information is accurate; in the case of synthetic
imagery, this is clearly not the case (Burkell & Gagne,
2021). Thirdly, intentional infliction of emotional distress
requires outrageous conduct and severe emotional harm,
which is an extremely high standard and would likely
not be satisfied with the findings of courts for victims
that are not celebrities. Third, intentional infliction of
emotional distress is a very high standard to meet for
the element of outrageous conduct and the element of
severe emotional harm, which would likely not be met
by those who are non-celebrity victims, and the courts
have attempted to limit the standard. Fourth, copyright
law can be utilized at times although the depicted person
does not often have copyright in the deepfake, yetitis not
enough to surpass personal dignity-infringing violations
and could carefully reinforce the belief that the person’s
image is a retail.

Patterns of conduct that may be required by criminal
harassment and stalking laws often aren’t satisfied by
a single posting of a deepfake video onto the internet
that gets spread around the world. Moreover, a large
number of U.S. states and the UK (Criminal Justice and
Courts Act 2015, section 33) have revenge porn statutes
based on the notion of private sexual photographs that
are initially produced consensually, which is an explicit
or implied exclusion of entirely reconstituted materials
(McGlynn & Rackley, 2017; Flynn et al., 2021).

1.4 The limited ability of the platform to handle content liability
issues and inadequate content moderation

Where substantive laws exist, the effectiveness of these
can only be realized when there is the will and ability
to rapidly take down deepfake content from online
platforms (Wittes, 2021). The literature continues to
show that there is a major lack of accountability. The
Congressional concept of giving liability protection
to platforms when users are creating content and the
congressional intention of not making it easier for others
to be responsible for that content are likely to remain
intact under Section 230 of the Communications Decency
Act (Citron & Wittes, 2017). While many third parties
want to be responsible for the content of platforms,
Congress is unlikely to make it easier to hold them liable.
While there are plans to enforce duty of care obligations
on DSA in Europe and new proposals for the same in
the U.S,, there is not yet a proactive approach (Wagner &
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Janssen, 2022). However, there are user flagging systems
in place that enable major platforms to detect deepfakes,
which the victim needs to use is far from efficient and
often emotionally draining, as it comes back from one
platform to another (Wittes et al., 2021).

Research shows that deepfake photos of women are
generally found on nudification websites and on less
regulated web platforms that victims have less power
over (Deeptrace, 2019). But when it comes to removing
images that are not shared with consent, there are
inconsistencies on general platforms such as Meta and
Google, and it is often impossible to remove such content
within the time frame in which it goes viral (Fiesler et al.,
2022). Deepfake variations can escape perceptual hashing,
which is a feature that has made hash-based detection
technologies heterogeneous and not yet suitable for this
type of variation (Marra et al., 2019). Deepfake variations
can get out of perceptual hashing; currently, hash-based
detection technologies are not adapted to this type of
variation. It creates a constant whack-a-mole situation;
every time the woman’s image is used, there is hardly
any sanction on the platform. This feeds into a never-
ending whack-a-mole situation wherein the images
of a woman can be misused infinitely with little to no
platform penalties.

1.5 Jurisdictional Fragmentation and Cross-Border

Enforcement Barriers

Globally, Deepfake abuse is a culprit in many countries.
A can transfer a clip using a victim’s face from
country B, store it on a server in country C, and share
it on social networks around the world. This literature
review confirms the significant constraints of territorial
criminalization in challenging this situation (Svantesson,
2020). The existing and outdated mutual legal assistance
treaties (MLATSs) are slow, costly, and inadequate to the
volume and velocity of cybercrime. Budapest Convention
on Cybercrime is a body of law which establishes a
framework for international cooperation; however, there
is a significant number of countries, including most
influential source countries, which have not ratified
the Convention, and the provisions of the Convention
regarding computer-generated fraud or offenses against
the secrecy, integrity and availability of computerized
data do not explicitly cover image-based sexual abuse
(UN Special Rapporteur on violence against women,
2021).

The soft law, which has been used thus far to harmonize
the law and to generate awareness, but not to compel
changes in legislation, such as the Special Rapporteur
on the situation of women in the enjoyment of all civil,
political, economic and social rights on violence against
women online (2021). The European Union framework
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in the battle against child sexual abuse is a precedent
for a regime of reporting and detection, but no such all-
encompassing framework for non-consensual intimate
deepfakes of adults seems to exist, leaving adult women
off the list of victims. The number of people that call for
a historically specific GBV technology-based violence
treaty is increasing, but there is not yet a political
consensus (McGlynn & Rackley, 2023).

1.6 Neglect of Victim-Centered Approaches and Gendered
Impact

Broad-brush stroke view of deepfake legislation that
lacks gender sensitivity and fails to identify gendered
aspects and root causes of harm is a common theme
across the literature. As shown in the data in Figure 2,
there is a higher prevalence of deepfake violence among
women compared to men and the prevalence of deepfake
violence among women is significantly higher. The use of
deepfakes in GBV and gender misogyny is not included
in the vast majority of legislation, as it does not include
the use of deepfakes as an act of gender-based violence
or gender misogyny (Henry & Powell, 2018). This lack of
legal framing has had real-life consequences. Discovery
demands by the parties via legal proceedings are one
way that perpetrators can use to harass the victim. Few
statutes allow anonymous reporting of perpetration
to ensure that the victim is not further harassed by
discovery demands. Second, legal aid and psychological
assistance are limited, and women have no promise of a
successful outcome in civil litigation, and they may have
to pay out-of-pocket costs. Lastly, criminal sentencing
norms are only beginning to consider the particular
ways in which the use of deepfakes against women to
create pornography has unique, shaming, and silencing
effects on women'’s role in public discourse, particularly
shutting down the voices of journalists, politicians, and
activists (Amnesty International, 2021).

Additionally, no protective order or takedown system
helps women protect themselves from the digital
footprint of these racist deepfake images, which can crop
up years later, therefore always endangering their online
reputation (Smith & Dyer, 2024). There is some relief
with the right to be forgotten as written in the EU GDPR,
yet with a slim amount of reach, as this does not apply to
the entire web, and only to particular content providers
(Van der Sloot & Zuiderveen Borgesius, 2021). Together,
these make up a hostile digital environment, and even
an “image of chill” on women’s right to freedom of
association or freedom of expression due to the misuse
of deepfakes.

4. Conclusion of the Study

This systematic review underscores the serious
shortcomings of the legal status of women'’s rights to
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protection from sexual abuse facilitated by deepfakes.
These gaps include legislative silence, doctrinal gaps,
platform immunity, jurisdictional chaos, and failure to
focus on the victims. These aren’t just holes in something
but are part of a more fundamental problem where they
appear not to consider synthetic imagery of the sexual
kind as an incitement to violence of the same nature as
physical sex-related violence and therefore treat it with
the same legal gravity. If the law does not encompass full
reform, it will further leave digital areas open for abusers
and further reinforce the inequalities that it is meant to
cure.

5. Suggestions for Reform

* Adopt a comprehensive model criminal law:
Legislation should make clear the punishment for
sharing, distribution, and threatened sharing of
sexualized images, images of private parts of the
body without consent because doing so is a sufficient
violation of autonomy and dignity (Whitten, 2023).
The law should cover either real or imagined
content, eliminate the intent loophole that exists
in many harassment laws, and add extraterritorial
jurisdiction provisions for the victim, or to include
when the content is in the state where the harm is
done (Delfino, 2020).

*  Compulsory Platform Responsibility: There should
be well-established hashing and AI detection
means to be rigorously used on Internet platforms
to identify and remove deepfake intimate images
at the primary stage of a user’s creation, with strict
penalties in case of failure. Repeated uploads will
have to be prevented by requiring what is known as
a “notice-and-stay-down” procedure rather than a
“notice-and-takedown” procedure. Platforms should
automatically report plainly verified incidents to
police and retain evidence.

* Enforce Victim-Centered Support Ecosystems: State-
funded cybercrime, specific dedicated expertise and
services to support victims with expedient takedown
support, line-of-sight free psychological counselling,
free legal support counselling, and anonymous
reporting portals. Civil actions should also include
the award of statutory damages, an injunction, and
pseudonymous litigation to protect the anonymity of
victims.

* Multilateral international legal harmonization:
A binding multilateral legal harmonization is
required for technology-specific GBV, which can
be inspired by the Budapest Convention but have
substantive provisions relating to deepfake abuse.
The convention would set the minimum standards
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for criminalization, mutual legal assistance, and
cross-border cooperation, thus overcoming the
shortcomings of bilateral MLATSs.

* Ensure a Gender Lens in All Legislation: To
involve women’s rights groups, digital feminists
and survivors in legislation (Patella- Rey, 2022).
Every planned bill on cybercrime or online security
should include a Gender Impact Assessment that
internalizes and takes steps to eliminate the power
anomalies that are the subject of abuse by deepfakes.
The implementation of these suggestions will bridge
the gap between technology exploitation and the
protective role of law. Women will get the freedom
to enjoy their rights in a digital public sphere
unprecedented in history without virtual sexual
violence.
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